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Sunwing Airlines 18-Apr-22

SunWing Airline 
operations significantly 
affected for numerous 

days
Cyberbreach causing 

shutdown of key systems

Check-in service provider 
was target of an attack, as 

confirmed by SunWing 
President Mark Williams. 

Significantly impacted 
Sunwing flight operations 

for numerous days, 
requiring manual check-in 

of customers
https://www.cbc.ca/news/business/sunwing-delays-

continued-1.6423567

Elgin County 31-Mar-22
"…breach of sensitive 

personal information…" "cybersecurity incident"

Given that the municipal 
government is offering 
credit monitoring and 

identity theft protection 
service provision "for 

individuals impacted", it 
would appear that some 

personal data was impacted
https://www.elgincounty.ca/2022/05/county-issues-

notifications-on-cyber-security-incident/

Toronto Transit Commission (TTC) 29-Oct-21 Data Stolen

"Encrypted and locked 
systems" -- likely 

Ransomware

Names, addresses, and 
social insurance numbers of 
25,000 TTC employees, past 

and present
https://www.ttc.ca/news/2021/November/TTC-provides-

update-on-cyber-security-incident

Conseil des écoles publiques de l'Est 
de l'Ontario 18-Oct-21

Data (SIN, credit card 
numbers) of "a few 

thousand people 
[employees]" stolen

Ransomware -- ransom 
confirmed paid, in 

exchange for a "statement 
of data deletion" received 

from criminals

Data (SIN, credit card 
numbers) of "a few 

thousand people 
[employees]" stolen

https://www.ledroit.com/2021/11/30/cyberattaque-au-
cepeo-des-milliers-de-personnes-pourraient-etre-touchees-

d80648cf93d575c1a967d9da32b07d53
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Canada Post 19-May-21 Data Compromised Malware 950,000 customers Canada Post : 19-May-2021

Government of Yukon 7-May-21 Private Data Breach Internal Processing Issue
T4 and T4A information 

including SIN numbers Government of Yukon : 07-May-2021

StudentAidBC (Government of BC) 3-May-21 Website Hacked Webpage Redirect No Information released StudentAidBC (Government of BC) : 03-May-2021

Resort Municipality of Whistler (BC) 28-Apr-21 Data Stolen Ransomware

800 GB of data.  Email and 
network systems still offline 

as at June 3 2021 Resort Municipality of Whistler (BC) : 28-Apr-2021
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Sierra Wireless (Richmond) 23-Mar-21 Production Halted Ransomware
Company refused to provide 

information Sierra Wireless (Richmond) : 23-Mar-2021

Ambrose University (Calgary) 20-Jul-20 Data Stolen Ransomware Paid Ransom Ambrose University (Calgary) : 20-Jul-2020

Western University (London) 20-Jul-20 Data Stolen Ransomware Paid Ransom Western University (London) : 20-Jul-2020

Blackbaud 16-Jul-20 Data Stolen Ransomware Paid Ransom Blackbaud : 16-Jul-2020
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York University 2-May-20 Network Breach Ransomware
"Lack of Communication" 

from institution post event York University : 02-May-2020

Listowel Hospital Alliance 27-Sep-19 Data Breach Ransomware
Data encrypted.  No 

comment if ransom paid Listowel Hospital Alliance : 27-Sep-2019

City of Stratford 18-Sep-19 Data Breach Ransomware
CAD $75,000 ransom 

confirmed paid City of Stratford : 18-Sep-2019

Rogers Communications 3-Mar-15 Data Stolen Social Engineering 456 Mb Data Rogers Communications : 03-Mar-2015


